According to the protocols of our Ministry of National Education,
According to our European commission eSafety action plan
OUR SCHOOL STUDENTS USE UNAUTHORIZED MOBILE PHONES AND

CANNOT USE A PORTABLE DEVICE.

SOCIAL NETWORKS ON THE INTERNET

Social networks have been established for people to communicate on the internet. There are some
things we should pay attention to when communicating on social networks.

» We must adjust the privacy and usage settings in our profile.
¢ We should not open our profile to people we do not know in real life.
» We should never share our private information on social networks.

* We share the text, image, video, etc. We should never forget that malicious people can fall into the
hands of us and leave us in a difficult situation. That's why we have to think about what we share.

¢ We should not share anything with people we do not know.
¢ We should never share our e-mail password with anyone.

» We should not accept friendship offers from people we don't know.
MAKE FRIENDS WITH PEOPLE YOU DO NOT KNOW!

INTERNET RULES AND OUR RESPONSIBILITIES

* We should use polite and polite language in the internet environment.
» We should not use vulgar words that threaten others, even as a joke.
* We should never disturb others.

* Not all news and information on the Internet may be accurate. That's why we have to be very
careful with what we share.

¢ |f we come across words, images and texts that disturb us, we should leave the internet
immediately.

« We should arrange the time we spend in front of the internet and computer well. Because the only
thing that is equally presented to every human being in the world is time and it is very precious.

» We should sit upright in front of the computer in order not to cause physical ailments in our bodies.

time.

Source: http://www.guvenlinet.org/




Think Before Sharing Information!
eTwinning
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Safe Internet Day

Whether our children are with us or not, they use mobile technologies, especially the internet. And
at this point, they are ahead of many people, especially their parents.

Because the accessibility of the internet is no longer difficult. There are mobile phones, internet
cafes, laptops, wireless connections, internet access points, tablets and many more.

While children are browsing the internet world, some insidious dangers await them. It is not difficult
at all to keep them away from these dangers. In this regard, we can inform them, follow them and
make the right choices.

ATTENTION TO YOUR PERSONAL SAFETY!

We do research on the Internet, obtain new information, communicate with friends, relatives and
other people. While doing all this, we must protect ourselves from the dangers we may encounter.

& We should not share our TR ID number, home address, phone number, name of our school, phone
numbers of our parents with people we do not know.

& We should not send pictures and videos of ourselves and our family to others.
& We shouldn't talk to strangers on webcam
& We should refuse friendship offers from people we don't know.

% Before playing online games, you should consult your family.
PROTECT YOUR PERSONAL INFORMATION.

KEEP YOUR COMPUTER SAFE

If you are surfing the internet, downloading files, videos and music, you should know that your
computer is always in danger. There are virus programs designed to harm computers. It infects
computers with virtual e-mails, pictures, videos and files from the Internet. This prevents computers
from working. It damages our files on our computer and even causes them to be deleted. It also
infects other people's computers with the e-mails you send. Apart from that, harmful programs
called Worms and Trojan Horses can also cause great damage to our computer and the information

in it. The only way to be protected from all these harmful programs is to install an Anti-virus program
on our computer. :

Protect from Viruses.

DANGEROUS SITES




Not all sites we encounter on the Internet are safe. The content of the sites may scare you and you
may encounter people who want to harm you. To avoid these dangers,

< Not every information and news we encounter on the Internet may be true!

< Malicious people can steal your personal information and password!

% If you receive an e-mail asking for your personal information, you should never answer it!
& You should never shop online without the permission of our parents!

& You should never trust sites that send gifts over the Internet and you should never accept an offer
made to you!

Use Strong Password For Secure Internet.

Use Strong Password For Secure Internet.

MOBILE INTERNET SERVICE PROVIDERS

444 0532 | Turkcell.com.tr

Write SAFE CHILD or SAFE FAMILY and send to 7777

444 0542 | vodafone.com.tr

Write COCUK or ALE and send it to 7005.

444 1 500 | avea.com.tr

For Child Profile, write YES to 3398,

For Family Profile, write YES to 3399.

FIXED INTERNET SERVICE PROVIDERS

444 Q 375 ttnet.com.tr

For registration via SMS, write COCUK or AlL and send it to 6606.

444 0 126 turksat.com.tr

Write COCUK or FAMILY, leave a space and write your service number and send it to 5126.
0(850) 222 0 222 superonline.net

Send COCUK or FAMILY to 05327522000 with a space and your service number.

Switch to Safe Internet to protect your child and family from the harms of the Internet.




Opportunities on the Internet

Unlimited Information: Instant access to information through blogs, virtual libraries, dictionaries and
search engines.

Easy Communication: Easy and fast communication thanks to e-mail, instant messaging, video chat,
file sharing applications.

Online Applications: Services that make life easier such as transportation, e-government and banking.
Easy Shopping: Time saving in shopping with virtual merchandising.

With many more features to discover, the internet is an important part of our life, a member of our
family.

Risks on the Internet:

child Abuse: Children's risk of connecting with malicious people over the Internet.

Fraud: Fake bank and shopping sites, spam messages.

Obscenity: Written and visual obscene content.

Malware: Risk of stealing personal information with spyware such as viruses, trojans.
Gambling: The grievances that can be experienced in fake betting sites.

Why Safe Internet?

Making the most of the opportunities on the Internet,

safe Internet to avoid risks on the Internet as well.

Safe internet Service:

It is free.

It's easy, subscription is possible with a text message (SMS). It is fast, no need to install a program.
It provides high protection from malware and fraudulent sites.

Safe Internet offers you two alternatives, Child Profile and Family Profile.

Child Profile:

With the Child Profile, you are protected from the risks on the internet at the highest level.

All sites that you can access with Child Profile are sites that have passed expert control and whose
content has been approved.

The Child Profile has such a wide range of content that adult people can also use the internet.
Child Profile includes games suitable for children.

Child Profile does not include chat and social media sites.




Family Profile:

By choosing the Family Profile, you will prevent sites that contain illegal and harmful content such as
violence, racism, gambling, harmful drugs.

The Family Profile offers the possibility to select game sites, chat sites and social media sites
separately or together.




